Wncrpyknus niasa odyuawmuxcas MOBY 'umuazus
o obecnedeHHI0 HHPOPMANHOHHOHA (e30macHOCTH
NpH ACHO/IL30BAHHH ceTH MuTepHer

C XaxIpIM TONOM MOJONEKHM B HHTEPHETE CTAHOBHTHCS OONbINe, a
HIKOJIbHUKM OIHM W3 CaMbIX AKTHBHBIX MONB30Bareieit MutepHera. Mexay Tem,
TNOMHMO OTPOMHOI0 KOJIMYECTBAa BO3MOXHOCTEH, HTepHET HeceT u mpoGIeMsl.
OTa namsTKa A0JDKHA [TOMOYb Te6e 6e301acH0 HAXOIUThCS B CETH.

KomnbioTepHbie BHPYCHI
KoMmrbroTepubiii BEPYC — 5T0 Pa3HOBUIHOCTh KOMITHEOTEPHBIX IPOIPAMM,
OTJIMYUTEIIHHON OCOOCHHOCTBIO KOTOPOH SBILIETCS CIIOCOOHOCTE K PA3MHOKEHHIO.
B jfomonuenye K 3TOMy, BUPYCHI MOTYT MOBPEIMTH WM HOTHOCTHIO YHHAUTOKHTE
BCe (paiiyibl M MaHHLbIE, TIOAKOHTPOIbHBIE TOJIB30BATENO, OT HMEHH KOTOPOTo ObLia
3allylieHa 3apaskeHHas IporpamMma, a TaKKe MOBPEAUTh WIM JaXKe YHUYTOXKHUTH
OIIEPALMOHHYIO CHCTEMY CO BCeMHM (haiinamu B menoM. B GONBINMHCTBE CIydaeB
PacupoOCTPaHAIOTCA BUPYCHI YEPE3 MHTEPHET.
Merozp! 3aIHTHL OT BPEIOHOCHBIX IIPOTPaMM:
1. Mcnome3yli coBpeMEHHBIC OMEPALMOHHBIE CHCTEMBI, MMEIOIIHE
CEPHE3HBIN YPOBEHD 3ALUTHI OT BPEJOHOCHBIX IIPOTPAMM;
2. IlocTogHHO ycTaHaBauBail marTdy (WE(POBBIE 3aIUIATKH, KOTODHIE
aBTOMATUYCCKH YCTAHABJIMBAIOTCA C LEJBI0 JI0PABOTKU MPOTrPaMMBI)
U Jipyrue OOHOBIICHUS CBOEH OIeparioHHOi crucTeMbl. CKaumBai ux
TONBKO ¢ oHIHMaNBHOro caifra paspaborumka OC. Ecnu cymecTByer
' PEeXHM aBTOMATUIECKOT0 OOHOBJICHUS, BKIIFOYH €TI0,
3. Paboraii Ha cBOEM KOMIIBIOTEPE IOJ TpaBaMy IIONB30BATENSL, a HE
aIMHHHCTPATOpa. OTO He IO3BOJHT OONBINHHCTBY BPEIOHOCHBIX
[IpOrpamMM MHCTAIMPOBATHCA Ha TBOEM IEPCOHATHHOM KOMITHIOTEPE,
4. Mcnons3yii aHTUBUPYCHBIC MPOrpaMMHBIE IIPOAYKTHI W3BECTHBIX
IIPOM3BOAUTENIEH, ¢ ABTOMATHYECKIM 00OHOBICHHEM 0a3;
5. Orpann4p (U3MYECKUM JOCTYN K KOMOBIOTEPY IS HOCTOPOHHEX

JIAIL,



6.

7.

Vcrnonb3yii BHENIHME HOCHTENM HH(OPMAIMH, TakHe Kak ()Iermka,
JMCK Wi (haiin ¥3 MATEpHETA, TOJMPKO M3 POBEPEHHBIX MCTOUHHUKOB;,
He orkpeiBail KOMIBIOTEpHBIE (aiiimbl, TOMYYCHHBIE W3 HEHAIEKHBIX
HCTOYHUKOB.

Jaxke Te (atinbi, KOTOphIE MPHUCITAT TBOM 3HAKOMBIH, Jlyumie yTounu y Hero,
OTHOPABJISLI Ji OH Te0E HX.

Cern Wi-Fi

Wi-Fi — 970 He BujI nepe/iadu JaHHBIX, HE TEXHONOTHS, & BCETO JIAIIb OPEHI,
Mapka. Eme B 1991 rony mumepnasfckas KOMITaHWS 3aperHCTPUpOBana OpeHS
«WECA», 4uro o0osHauano croBocoderanme «Wireless Fidelity», xortopsiit
[IEPEBOAUTCA KaK «OECTIPOBOIHAS TOYHOCTEY.

Jlo Haniero BpeMeHH AonuIa Apyras ab0pesuarypa, KOTopas sSBIsSeTCsS TaKOH
e TexHojorued. Oto abbOpermarypa «Wi-Fi». Takoe Haszpanme ObUIO JaHO C
HAaMEKOM Ha CTaHnapT BBICIIEH 3BYKOBOM Texmuku Hi-Fi, gro B mepeBome
03HAYaeT «BBICOKAS TOUHOCTDHY.

Ha, OecruraTHI MHTEPHET-AOCTYI B Kade, OTE/SX ¥ adPOIIOPTAX SBJIICTCS
OTJIMYHOM BO3MOXKHOCTBIO BBIXO[A B MHTEpHET. HO MHOTHE DKCHEPTHI CUMTAIOT,
gTo obmenocrymasie Wi-Fi ceTr He SBIIIOTCS 0E€30IMACHBIMU.

Cogetsl o Oe30macHOCTH paboTHI B O0IMIENOCTYIHBIX ceTsax Wi-Fi:

1.
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He nepenapaii cBOIO JIM4HYI0 MHPOPMAIMIO Yepe3 OOMIEHOCTYIIHbIE
Wi-Fi cern;

Pabotas B HMX, JKeJIaTENBbHO HE BBOAWUTH MAPONU OCTYIIA, JIOTHHBI U
KaKHe - TO HOMEDa,

. Mcrone3y#t m 00HOBISH aHTHBUpPYCHBIE TIPOTPAaMMBI U GpaHMayap.

Tem cambiM TBI OoOe3omacuine ceOsi OT 3aKadykyd BHPyca Ha TBOE
YCTPOUCTBO;

IIpu mcnonp3opanmu Wi-Fi otkmoun (yakimro «O0mmii J0CTyII K
(aiinam u npuHTepam». JlaHHas (YHKIHA 3aKPHITA 110 YMOTIAHHIO,
OJTHAKO HEKOTOPbIE IIOJb30BATENH AKTHBHUPYIOT €€ JUId ymoOcTBa
WCIIOJIb30BAHUS B paboTe WM y4aede;

He wcnone3yit myOmuaserid Wi-Fi U1 mepenads JIMYHBIX [JAHHBIX,
HAIIPAMEpP, IS BBIXOJA B COIMAIBHBIE CETU WM B DJICKTPOHHYO
MOYTY,

Hcnons3yit Tonpko 3ampuiienHoe coeauHenue uepe3 HTTPS, a me
HTTP, T.e. npu Habope BeG-aapeca BBOIU MMEHHO https://;

B Mo0mibHOM Tenedore oTkiroun Gynkimo «[Togkmodenue k Wi-Fi
aBToMarmdeckw». He pomyckail aBTOMaTHYECKOTO IIOJKITFOUCHMS
yCTpoHcTBa K ceTaM Wi-Fi 6€3 TBOero cornacus.



ConuajbHble ceTH

ConmanbHbie CETH aKTHBHO BXOIAT B HAIY JKH3Hb, MHOTHE JIFOAU PabOTAroT
U KUBYT TaM IOCTOSHHO, a B Facebook y:ke 3aperncrpupoBan MAILIMAp], YEIOBEK,
9TO SBIACTCA OJHOM CEIbMOMN BCEX XKUTENEH IUIaHeTsl. MHOrMe Moabhb30BaTed He
TIOHUMAIOT, YTO MH(OpPMAIMS, Pa3MEUICHHAS MMM B COLMANLHBIX CETIX, MOMKET
ObITh HaWIeHAa W HCIONB30BaHA KEM YIOZHO, B TOM HHCJIE HE 00M3aTENBHO ©
OnarumMu HamepeHUSIMH.

OCHOBHBIE COBETHI 110 GE30MTACHOCTH B COLMANBHBIX CETIX !

1.
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Orpanmas cmmcok fpy3eil. Y Te6s B Apy3bAX HE JODKHO OBITh
CIIy4aliHBIX W HE3HAKOMBIX JIFO/IEH;

3amunai cBOX YacTHYIO XM3Hb. He ykaswiBaili maponu, TelaedOHsL,
ampeca, AaTy TBOETO POXKAECHUA U IPYTYIO JUYHYIO HH(POPMALHIO.
370yMBIIUICHHMKA MOT'YT HCIIONB30BaTh J&KE MH(OPMALUIO O TOM,
KaK THl ¥ TBOU POJUTENH IUIAHUPYETE IPOBECTH KAHUKYJIBI,

3amuimail CBO peryTaruio — JIEpXKH €€ B YHCTOTE U 3amaBaii cede
BOIIPOC: XOTeJ OBI ThI, 9TOOBI IPyrHe HOJIB30BATEIN BUICIH, YTO THI
sarpyxkacimis? Ilomymaid, mnpexze dYem d9ro-T0  OmyGIMKOBATH,
HAIVCATh W 3arPY3UTh;

Ecimy TeI TOBOPHIIS ¢ MIOABMH, KOTOPBIX HE 3HAEMIh, HE HCIIONB3YH
CBO€ peallbHOE MMS M JAPYIYK JIMUYHYI0 MH(DOPMAIMU. UM, MECTO
XKUTEJIbCTBA, MECTO YUeOBl U IIpoYee;

W3beraii pasmemenns Gororpaduit B Muteprere, rie Tl H300pakeH
HA  MCCTHOCTH, II0 KOTOPOH MOXHO  ONPEHCIHTh  TBOE
MECTOIIOIOKEHHE;

Ilpu perucTpanuy B COLMAIBHON CETH HEOGXOAUMO WCIONB30BATH
CIIOKHBIC IIApOaH, cocTosue u3 OykB ¥ IU(P M C KOIHMIECTBOM
3HAKOB HE MEHee §;

JUit conpanpHOM CeTH, TMOYTHI W APYrHUX CafToB HEeoOXOIMMO
WCIIONb30BaTh pasHble mHaposm. Toraa ecim TeOS B3JIOMAIOT, TO
3JIOYMBIIIICHHHUKH II0Jy9aT JOCTYH TOJIBKO K OJHOMY MECTY, a HE BO
BCE Cpasy.

DJIeKTPOHHBIE AeHbTH

ONEKTPOHHBIE JEHBIU — 3TO OYCHb YAOOHBIA CIIOCOO ILIATEXEl, OJHAKO
CYIIECTBYIOT MOILIEHHUKH, KOTOPbIE XOTAT TIONYIUTh TH JEHBIH.

OJIEKTPOHHBIC IEHBIY TTOSIBUJINCH COBCEM HEJABHO W MMEHHO H3-3a 3TOTO BO
MHOTHX T'OCYapCcTBax A0 CHX IIOP HE MPOMMCAHO PO HUX B 3aKOHAX.



B Poccun sxe 0HU (DYHKIMOHUPYIOT U O HUX YK€ IPOIHCAHO B 3aKOHE, I'Ie
HX Pa3fCiOT Ha HECKOJIbKO BUIOB — AHOHWMHBIE U HEaHOHWMHBIE. Pa3HHUIA B
TOM, YTO AHOHUMHBIE — 9TO T€, B KOTOPBIX PA3PEINAETCs MPOBOIUTH OIEpaIyu 6e3
MICHTU(MKALMY TI0JIb30BATENS, a B HEAHOHMMHBIX UACHTU(HUKAIAS HOJIB30BATENIS
ABJIIETCS 00S3aTEIIHHOL.

Taxke crmeqyer pasmm4aTh OJEKTPOHHBIE (UATHBIC JICHBIW (PaBHEI
rOCyJapCTBEHHBIM BalIOTaM) M JJIEKTPOHHBIE He(WAaTHBIC MEeHBrH (He PAaBHEL
TOCYAApPCTBEHHBIM BATIOTAM).

OcHoBHBIE COBETHI II0 GE30MTACHOMN PaGOTE ¢ INEKTPOHHBIME JEHBIAMU;

1. IlpuBsxy x cueTy MOOHIBHBEIM TenedoH. DTo cambiii yaoOHBIA U
OBICTPBIA CIIOCOO BOCCTAHOBUTH [OCTYN K CcYeTy. [IpuBA3aHHBIN
TeNe(OH TOMOMKET, €ClIU 3a0ymenib CBOM IUIATEXKHBIA [ApOIb WA
3alelIb Ha CallT ¢ HE3HAKOMOT'0 YCTPOMCTBA,

2. Hcnoms3y¥ ogHOpasosble maposu. [locie mepexona Ha YCHICHHYIO
aBTOpM3aIMIO TeOe yxke He OyAeT yrpoXaTh OMACHOCTh KPAXKH MK
repexBara IUIaTe;KHOro mapos;

3. Buibepu cnoxubii mapons. [Ipectynaukam Gyaer He IpOCTO yranarh
CIOXHBIA Iaposs. HajexHsle mapomm - 3TO mapoim, KOTOPEHIE
CollepKaT He MeHee 8 3HAKOB M BKIHOYAOT B ceOd CTPOUHBIE H
IpomucHbIe OYKBBI, OU(PHI U HECKOIBKO CHMBOJIOB, TakHe Kak 3HAK
Joiiapa, GpyHra, BOCKIHAIATENIbHbIHM 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CAliTaX, KOTOPHIM HE JOBEPSEID.

DJIeKTPOHHAS MOYTA
ONEeKTPOHHAs I0YTa — 3TO TEXHOJOTHSI M MPEeIOCTaBIsSEMbIE €0 YCIyTH IO
TICPECHUIKE U IOJIYYCHHIO JJIEKTPOHHBIX COOOMIEHUH, KOTOPHIE PACTIPEACIISIOTCS B
KOMIBIOTEPHON ceTh. OOBIMHO OJIIEKTPOHHBINA IOYTOBBIM ANUK  BEITJISIAT
craeayomuM o6pa3oM: UMA_IONb30BATEA@UMA_ToMeHa. Takke KpoMe repeaadn
IIPOCTOTO TEKCTa, IMEETCS BO3MOXKHOCTH TIepeiaBaTh (aiiib.
OcHOBHBIE COBETHI 10 O€30T1aCHO paboTe ¢ 3JIEKTPOHHOM TOYTOMH:
1. Hamo BeIOpars NpaBHIIBHBINA IIOYTOBBIM CepBHUC. B WMHTEpHETE €CTH
OrPOMHBIA BBIOOP OECIUIATHBIX ITOYTOBBIX CEPBUCOB, OJHAKO JIYUIIE
JIOBEPSATH TEM, KO0 3HACIIb U KTO NIEPBHI B peiTHHTE;
2. He yxaspiBaii B JW4YHOH mouTe NuyHyo mHOOpManmio. Hamprmep,
Jay4mre BeIOpaTh «My3bIKANbHBIN (haHaT@» wmm «pox2013» BMecTo
«temMal3y;
3. HMcromnbs3yii IBYX3TAlHYyK aBTOPU3ALMI0. DTO KOrJa MOMHMO IapoJId
HY?KHO BBOIUTH KOJI, IPUCHUIAEMBIN 110 SMS;
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BriGepu COXKHBIN Tapons. [ KaKAOro IOYTOROTO SIIUKA JOJDKEH
OBITH CBOM HaJleKHBIH, YCTONYMBEIN K B3JIOMY HapOJIb;

. Ecmm ecth BO3MOXHOCTH HAIMCATh CAMOMY CBOM NHYHBIN BOIpOC,

HCIIOJIB3YHM OTY BO3MOYKHOCTB;

Hcronp3yii HECKOJBKO MOYTOBBIX SIMHKOB. IIepBHIM IS 4YacTHOI
NEpENUCKl ¢  aapecaTaMH, KOTOPBIM Thl [JOBEpSelib. OTO
JJIEKTPOHHBIA aapeC HE HAJA0 HCIOIH30BATh IPHU PErMCTPALIAN HA
(bopymax u cairax;

He orkpriBail (aiinel ¥ Jpyrye BIOKEHUS B MIACHMAX, JAXKe CCIIH OHH
NPUILIH OT TBOMX JApy3eH. JIydine yTo4HU v HUX, OTIIPABJISIIA JId OHU
Tebe 3TH (aiisl;

Iocne oxoHuanus paGOTHI HAa MOYTOBOM CEPBHCE MEPE]] 3AKPHITHCM
BKJIA[IKH C CAalTOM HE 3a0yAb HaXaTh Ha «BeiTm».

KuGepOyutHHT W1 BHPTYAJbHOE H3€BATE/ILCTRO

KubepOymimHr  —  ImIpeciefoBaHWE  COOOIIEHUAMH,  COACPIKAIIMMU
ockopOieHus, arpeccuro, 3aIyTrUBaHUE, XYJUTaHCTBO; COIIMAIILHOE
GOMKOTHPOBAHKE C IOMOIIBIO PA3ITHIHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 60phOE ¢ KHOepOYILTHHIOM:

L.

He Opocatics B 0oit. Jlyummii croco0: mOCOBETOBATHCH Kak celd
BECTH U, €CJIA HET TOT0, K KOMy MOXHO OOGParuThecd, TO BHAYAJE
ycmokouThCd. Ecmu ThI HadHENIb OTBEYATh OCKOPOIEHMIMH HA
OCKOpOJIEHNA, TO TOIBKO emie OOMbIIe Pa3okOIKENh KOH(IMKT;
Yrpasisid cBoeH kubeppenyTanueii;

AHOHUMHOCTH B ceTH MHAMAas. CyImECTBYIOT CIIOCOOBI BBISCHUTH, KTO
CTOWT 33 aHOHUMHBIM aKKayHTOM;

He ctout BecTH XynuraHckuii o0pa3 BUPTYaIbHOM Ku3HU. MHTEpHET
(puxcupyeT Bce TBOM JEWCTBUS M COXpAHACT MX. YIAIUTh UX OyJeTr
KpaiiHe 3aTpyIHUTEIBHO;

Colimozaii CBOIO BUPTYAIBHYIO 9€CTh CMOJIOAY,

Hrnopupyit eavHuuHbiil Heratus. OIHOPa30BbIE OCKOPOWTENLHBIE
CoO0IEHNd Ny4iie UTHOpHpoBaTh. OOBYHO arpeccus Mpekpamaercs
Ha Ha4aJabHOU CTaIuu,

ban arpeccopa. B nporpammax o0MeHa MIHOBEHHBIME COOOIIEHISIMY,
B COLMAIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKMPOBKH OTIIPABKU
COOOIEHMI C OTIPE/ICIICHABIX aJ[PECOB;

Ecmu Th1 cBumeTens KuOepOyiumiHra. TBOW JEHCTBUS: BBICTYIIUTH
IIPOTHB  IIpEcIeNoBaTeld, I[OKa3arh €My, 49TO €ro JedCTBuS
OLICHMBAIOTCA HETaTWBHO, NOAJEPKATh JKEPTBY, KOTOPOH HYyXKHA



NCHXOIOTHYECKash  TOMOIb, COOOGLIMTHL  B3POCIHBIM O  (pakTe
arpeCcCUBHOTO IOBEAEHNS B CETH.

Mo6uribHoE yeTpoiicTBO

CopemenHbie cMapTHOHBI ¥ MIIAHIIETH! COJIEPIAT B ce0e BITONHE B3POCIIbL
dynximonan, u Temeps OHM MOIYT KOHKYPHPOBarb CO CTAlIMIOHAPHBIMI
KOMIIBIOTEPAMHU.

OmHaxo, CpencTB 3amUTHl Ui MOZOGHBIX YCTPONCTB IMOKA OYEHH MAO.
Tectuposanue u HOMCK yA3BUMOCTEH B HMX NPOUCXOQUT HE TAK UHTEHCHBHO, KAK
i 11K, T0 ke caMmoe KacaeTcs ¥ MOOMIbHBIX IIPHIIO/KEHHIA.

CoBpemennsie MOOMWIBHBIE Opay3ephl  yKe IIPAKTUYECKH JIOTHAIN
HACTOJIbHBIE AHAJIOTH, OJHAKO pacHIHpeHue (yHKIMOHANA BieYeT 3a coOoil
OOJBINYIO CTIOKHOCTh ¥ MEHBINYIO 3AMMIICHHOCTS.

Jlanexko He BCe NPOM3BOAMTENM BBITYCKAIOT OGHOBIEHHS, 3aKPHIBAIOIINC
KPUTHICCKHE YA3BUMOCTH IS CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI /U1 GE30MACHOCTH MOOUIILHOTO yCTPOIHCTRA:

1. Hwuuero He ssisercs no-sacrosmemy Gecruiarubiv. Byas ocToposkes,
BeAb Korja tede mperaraoT OCCIUIaTHBIA KOHTEHT, B HEM MOT'YT
OBITH CKPBITBI KAKHE - TO TUIATHBIE YCIYIY;

2. lymaii, mpexxae 4eM oTmpasuth SMS, ¢oro wia sumeo. TH TOIHO
3HAelb, I'7ie OHA OYAYT B KOHCIHOM HTOTe?

3. HeoGxomuMo  OCHOBISITH  ONEPAIMOHHYIO  CHCTEMY  TBOELO
cMapTdoHa; Mcnons3yit aHTUBHPYCHBIE IPOrPAMMBI U1 MOGHIBEHBIX
TENE(POHOB,;

4. He 3arpyail OpuiokeHHS OT HEM3BECTHOTO HCTOYHMKA, BEOb OHU
MOTYT COAEPKATh BPEAOHOCHOE TIPOTPaMMHOE 00eCIICUeHHE,

5. Ilocie Toro Kkak ThI BHIMNEINL C caifta, /€ BBOAWI JIMIHYIO
uHpopManuro, 3aiiy B HACTPOLKHU Gpaysepa U yaany cookies;

6. Ilepromudecky NMpoBepAl, Kakue IIATHbIE YCIYTH aKTHBHPOBAHBI Ha
TBOEM HOMEDE;

7. Jlapali cBOM HOMEp MOOWIIBHOTO Tene)OHa TOIBKO JIOAAM, KOTOPHIX
ThI 3HACIITH ¥ KOMY JIOBEPSCIIE;

8. Bluetooth nomkxeH GbITH BBIKITIOUEH, KOT/IA THI MM HE HOJB3YEIIbCSL.
He 3a0b1Baii nHOT /1A IPOBEPSATH ITO.

Online-urpoi
CoBpeMeHHBIE OHIAMH-MIPEL — KPACOUHbBIE, 3aXBATHIBAIONINE PA3BIICUCHIS,
00beIMHSIOIME COTHU THICAY UETOBEK [0 BCeMY Mupy. MIpoKH HCCIemyroT
JAHHBIA UM MHp, 00IIAr0TCA NPYr ¢ IPYroM, BRITTONHSIOT 3aaHUS, CPAKAIOTC C



MOHCTPAMH H IOJNYy4Yar0oT OIBIT. 3@ YAOBOJBCTBUE OHU IUIATAT: ITOKYIIAIOT JIWCK,
OIUIaYMBAIOT A00HEMEHT WM MPUOOPETAIOT KAKUE-TO OITITHHL.

Bcee aTH cpeacTBa UIYT HA NOIJIEPHKAHNE U Pa3BUTHE UTPHI, a TAKXKE HA caMy
0e30MacHOCTb. COBEPILIEHCTBYIOTCA CHCTEMbl aBTOPH3ALIMH, BBEIIYCKAIOTCH HOBBHIE
naryy (UuQPOBBIE 3aIUIATKH JAJIS IPOTPAMM), 3aKPHIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1momo6GHBIX WIpax CTOMT OIAcarhcsl HE CTONBKO CBOMX COINEPHHKOB,
CKOJBKO KpakKM TBOErO MNapoJid, Ha KOTOPOM OCHOBaHAa CHUCTeMa aBTOPHU3AIUH
OONBIIMHCTBA UTD.

OCHOBHBIE COBETBHI 110 GE301TACHOCTH TBOETO UTPOBOI'0 AKKAYHTA.

1. Ecim  pgpyro#i wrpok Bemer ce0d TIDIOX0 MM cosgaer Tebe

HEIIPUATHOCTH, 3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxanylicd agMUHUCTPATOpaM WIPHI HA IUIOXO€ MOBEACHME ITOI0
WAI'POKa, KENATelIbHO IPUAIOKUTh KAKHWE-TO JI0KA3aTeIbCTBA B BHJIE
CKPHHOB;
He yxaspiBaii muaHyto uH(popManuio B mpodaiiie urpsi;
YBakald Jpyrux yYaCTHUKOB T10 UTPE;
He ycranapnuBail HeopUIMaTbHbIEC ITATIA U MOIBI,
Hcnonp3yil coKHBIE U pa3HbIE HapOJIU,
Jaxxe BO BpeMs HUIPBI HE CTOMUT OTKIHOUaTh aHTUBHpYC. [loka TH
HArpacilb, TBOM KOMIILIOTEP MOT'YT 3a8Pa3uTh.

e I G

OuUHAT WIH KPAKA JTHYHBIX JAHHBIX

OObIMHON Kpaykel JeHer W JOKYMEHTOB CErojJHs YK€ HUKOI'O He yIUBUIIb,
HO C DPAa3BUTHEM HHTEPHET-TEXHOIOTUN 3JIOYMBIMUICHHUKN TEPEMECTUINCH B
Hureprer, u mpogoDKarOT 3aHAMATHCS «JIFOOUMBIMY IETIOM.

Tax mosiBUIaCh HOBAd yrpo3a: WHTCPHET-MOIICHHMYCCTBA WM (DHIIMHT,
[JIaBHAs LENb KOTOPOTO COCTOMT B MOJNYYCHUM KOH(UICHITMAIBHBIX JaHHBIX
NOJIb30BaTENel — JIOTMHOB U naponieil. Ha anrnutickom s3pike phishing uuraercs
kak ¢umuHr (ot fishing — peiOHas 1081, password — Iapos).

OCHOBHEBIE COBETHI 110 6OpHOE ¢ PUIIUHTOM:

1. Cnemm 3a cBomM akkayHTOM. Ecimu Thl TMOAO3PEBacHIb, YTO TBOS
aHkeTa ObLUIa B3JIOMaHa, TO HEOOXOOWMO 3a0JOKUpPOBATh €€ U
COOOIMMTH aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOPEE;
2. Wcrionms3yit Oe3omacHple BeO-CaiThl, B TOM YHCIC, WHTEPHET-
Mara3uHOB M TIOMCKOBBIX CUCTEM;
Wcnons3yit clnoXHBIE U pa3Hble mapoiu. TakuMm obpazoM, ecind Teds
B3JIOMAKOT, TO 3JIOYMBIIIIEHHUKY TIOJy4YaT JOCTYII TOJBKO K OHOMY
TBOEMY TIIPODUITIO B CETH, & HE KO BCEM;
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4. Ecmm tebs B31OMany, TO HEOOXOAMMO MPEAYHPEIUTh BCEX CBOWX
3HAKOMBIX, KOTOpPBIE HOGABIEHH! Vv Te0s B APY3bAX, O TOM, 4TO TeOd
B3JIOMaJIA U, BO3MOKHO, OT TBOETO UMEHU OY/IET pacchuiarhes CraM |
CCBUIKM HA (PMIITMHTOBBIC CAMTHI;

5. YcranoBu HajexHbii napois (PIN) Ha moGrtsHETH TenedoH;

6. OTwiroun coxpaHeHue mapois B 6paysepe;

7. He oTkpbiBaii (aiiasl U APYTUE BAOKEHHUS B MUCHMaX, HaKe €CIIH OHU
HNPULLIIM OT TBOUX Apy3eil. Jly4iie yTOYHH Y HUX, OTIPAaBILINA JIA OHU
Tebe 3T (ailibl.

Hudposas penyranus
Hugpposas penyranus — 3TO HETaTWBHASA WM MMO3UTHBHAS WH(pOpPMAaIs B
cetu o Tebe. Kommpomerupyromas uHpOpMaIms, pa3MeIeHHas B WHTEPHETE,
MOJKET Cepbe3HBIM 00pa30M OTPa3UThCS Ha TBOeH peanbHOM x)u3HH. «Lludponas
penyTanus» — 3TO TBOM UMUK, KOTOPBIH GopMupyeTca u3 uxpopmanuu o tede B
WUHTCPHETE.
TBoe Mecro JKUTENbCTBA, YyueObl, TBOE ()MHAHCOBOE IIOJIOKEHUE,
0COOEHHOCTH XapakTepa v PaccKkasbl 0 OJIM3KUX — BCE 3TO HAKATLTMBACTCS B CETH.
MHorre NOOPOCTKA JIETKOMBICAEHHO OTHOCITCA K TMyONMUKaluy JTUIHOH
uH(popMmanyy B VHTEpHETE, HE TIOHMMAsA BO3MOKHBIX MOCIEACTBUN. ThI Haxke He
CMOJKENTb JIOTa/IaThesi 0 TOM, 4T0 (ororpadus, pasMemeHHas 5 jeT Ha3al, craia
NPUYMHOM 0TKa3a NpuHATH Tebs Ha paloTy.
KoMmmenTapuu, pasMeniesue Teoux (Qororpaduii m apyrue neiCTBHSI MOTYT
HE WCYE3HYTh J@KE IIOCHE TOro, Kak Thl WX yJamuiib. [bl HE 3HaAemb, KTO
COXpaHWJ 3Ty WH(POPMAIMIO, IIONaja JU OHAa B TIOUCKOBBIE CHCTEMBI H
COXPAHWJIACh JIM OHA, 4 TJIABHOE. YTO HOAYMarT O Te0e OKpPYXKAIOIIUE JIIOIH,
KOTOpBIE HAaWAYT W YBUAAT 3T0. Haliti nH(OpManuio MHOTO JIET CITYCTS CMOMKET
mo00# - Kak 13 HOOPBIX MOOYXKICHUH, TaKk ¥ C HAMCPEHUEM MPUIUHUTD BPEI. JTO
MOKET OBITH KTO YTOJIHO.
OCHOBHBIE COBETHI T10 3aUTE TUPPOBOH PEITyTALUH:
1. Tlomymaii, nipex/ie 4eM 9T0-TO IyOJIMKOBATh ¥ IepeaaBaTh y ceds B
00re Win B COIUAILHOM CETH;
2. B mactpoiikax mpo(uig ycTaHOBHM OTPaHWYEHUS Ha MIPOCMOTP TBOETO
MpOQIIA U €r0 COAEPIKUMOTr0, CASIAH €ro TONbKO "yist Ipy3eit”;
3. He pasmemaii u He ykaspiBail mH(OpMAIIO, KOTOpas MOKET KOro-
160 OCKOPOIATH WM OOMKATh.



ABTOpCKOe MpaBo

CoBpeMeHHBIE INKOJPHWKH — aKTHUBHBIE TIOJB30BATENd LU(POBOIO
MPOCTPAHCTBRA.

OnHako panexo He BCe 3HAIOT, YTO TOJB30BAHHE MHOIMMH BO3MOYKHOCTSIMU
nadposoro mmpa TpebyeT COOMIONEGHWS TpaB HA UHIEUIEKTYAIbHYIO
COOCTBEHHOCTD.

Tepmun «uHTEINEKTyaIbHAs COOCTBEHHOCTBY OTHOCHTCS K Pa3iIMIHBIM
TBOPCHHUAM YCIOBEYECKOI0 YMa, HAYMHAA C HOBBIX M300peTeHMit W 3HAKOB,
0003HaUAOIMIX COOCTBEHHOCT HA MPOAYKTH U YCIAYIH, M 3aKAHYMBAS KHUTAMHU,
dororpadusaMu, KHHOGUIBMAMUA B MY3BIKATBHBIMY IPOU3BEIECHIIMH.

ABTOPCKHE IIpaBa — 9TO IPaBa HA HHTEIUIEKTYaIbHYIO COOCTBEHHOCTH HA
NPOM3BE/ICHUA HAYKHM, IUTEPATYPHI M UCKyCCTBA. ABTOPCKHE TIPABA BHICTYIIAIOT B
KaueCTBE I'aPaHTHU TOIO, YTO MHTEJJICKTYaJIbHBII/TBOPUECKMI TPy aBTOpa HE
Oymer HampacHBIM, JacT €My CIIpaBeIMBbie BO3MOKHOCTH 3apaboTaTh Ha
pe3yabTaTtax CBOEro TPYAd, HOJNY4YUTh W3BECTHOCTh W NpH3HaHue. Huxro 6es
paspelicHus  aBTOpa HE  MOMKET BOCHPOM3BOMUTH €r0  IIPOM3BEICHME,
pacmpoCTpaHaTh, MyONMYHO JEMOHCTPUPOBATH, IIPOAABATH, WMIIOPTHPOBATH,
MyCKaTh B IPOKAT, MyOIMYHO MCIOMHATD, ITOKA3BIBATH/UCHIONHATE B d(uUpe MiIm
pasmeniare B IaTepHere.

Hcronb30BaHye  «IMPATCKOro»  NPOrpaMMHOTO  00ECIIEYEHHST MOMKET
NPUBECTH K MHOTHM DPHCKAaM: OT IOTEpH MAAHHBIX K TBOWM aKKayHTaM JI0
OJIOKMPOBKK TBOETO YCTPOMCTBA, IJie YCTAHOBICHA HEJCraibHas mporpamma. He
CTOHUT TaKKe 3a0BIBaTh, YTO CYLIECTBYIOT JIETANbHBIE U OECIUIATHBIE IPOrPaMMBI,
KOTOPBIE MOJKHO HAllTU B CETH.



KpaTtkas aacTpyKuus /g 00y4a0muxcs
1m0 HHPOPMANHOHHOH (0€30HACHOCTH

HEJIB35

1.

BeeM moapsn coobmarh CBOK HacTHYIO HMHGOPMAMIO (HACTOSIIHIE
uMs, Gavuamo, TeneoH, aapec, HOMEpP IOKOJbL, a TaKKe
(doTorpaduu CBOU, CBOEH CEMbU U ApY3eif);

2. OTKpHIBaTh BIO)KCHHBIE (alijTbl OSJIEKTPOHHON IOYTHL, KOTZa HE
3HaCUIb OTTIPABUTEIIA,

3. I'pyOute, mnpummparhcs, OKa3bIBaTh JaBIEHHE — BecTU cebs
HEBEXIIMBO U arpecCUBHO;

4. He pacnopspkaiics IEHbraMy TBOEH ceMbH 0€3 paspelicHus CTapiivx
— BCET1a CIpaIBail poauTeNeit;

5. He Bcrpeualics ¢ VHTepHET-3HAKOMBIMH B pEanbHOM JKHU3HUA —
TIOCOBETYMCS CO B3POCIIBIM, KOTOPOMY JOBEPSEILb.

OCTOPOXKHO

1. He Bce mamyT mpasny. Umraems o ceOe Henpasay B HMurepHere —
coo0mm 00 3TOM CBOUM POJIUTEIISIM HJIH OTICKYHAM;

2. IlpurnamaroT NepemuchBaThCs, Urparh, OOMCHMBATHCS — MPOBEPS,
HET JIU TI0JIBOXA,

3. Hesaxonnoe xormposanue (aitnos B VIHTEpHETE — BOPOBCTBO;

4. Beerpa pacckasbiBalf B3pOCIBIM 0 Npo0iieMax B CeTH — OHHM BCerja
ITIOMOT'YT;

5. HWcnomp3yii HacTpoiiku O€30MacHOCTH W TPHUBATHOCTH, YTOOBI HE
IIOTEPATL CBOU aKKAYHTHI B COLICETIX U APYTUX IOPTaIAX.

MOXKHO

1. VBakaii Ipyrux nojb30BaTenei;

2. Tlonb3yemmncst UHTEpHET-HCTOYHUKOM — JIENaif CCHIIKY Ha HETO,

3. OtxpsiBail TOJNBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0marbca 3a TMOMOIUBIO B3POCIHBIM — POJUTENH, OINEKYHBI U

aIMUHUCTpALMS CAUTOB BCETIa IOMOTYT.



